Abstract: Electronic health records (EHR) provides convenient method to exchange medical information of patients between different healthcare providers. Access control mechanism in healthcare services characterises authorising users to access EHR records. Role Based Access Control helps to restrict EHRs to users in a certain role. Significant works have been carried out for access control since last one decade but little emphasis has been given to on-demand role based access control. Presented work achieved access control through physical data isolation which is more robust and secure. We propose an algorithm in which selective combination of policies for each user of the EHR database has been defined. We extend well known data mining technique 'classification' to group EHRs with respect to the given role. Algorithm works by taking various roles as class and defined their features as a vector. Here, features are used as a Feature Vector for classification to describe user authority.
Introduction
These days, various digital devices beginning from smart-cards, MP3 players, personal digital assistants, cell phones up to PCs and servers are able to share digital-selective information and computational resources. These heterogeneous gadgets are typically network connected and may be structured, dynamically in grids, clouds, mobile adhoc network, etc. combining dispersed resources to attain some specific objective. Technological developments in computers, telecommunications and systems have raised a few new and vital challenges in securing digital assets from unapproved access. Access control policies are concerned with the protection of these resources and information against unauthorised access. The access control objective is to control computational resources and digital information to prevent unauthorised disclosure (confidentiality) and improper malicious modifications (integrity), while ensuring access for authorised entities (availability) (Lazouski et al., 2010) .
The future of healthcare delivery systems and tele-medical applications will undergo a radical change due to the developments in wearable technologies, biomedical sensors, mobile computing, communication techniques and health information technology (Falan and Han, 2011 ). E-healthcare was born with the integration of networks and telecommunications when dealing with applications of collecting, organising and transferring medical data from distant locations for performing remote medical collaborations and diagnosis (Tiwari and Kumar, 2012) . Healthcare data of a patient contain sensitive information which requires enforcement of confidentiality mechanisms on healthcare records to protect the privacy of patients and to prevent access by unauthorised persons. Example of sensitive information in health records can be fertility and abortion, emotional and psychiatric problems, HIV and sexually transmitted diseases, physical and substance abuse. Protection of medical records becomes more important in cases where disclosure of personal medical information may create an embarrassing situation for patients or causes discrimination based on medical ailment (I v Finland, 2008; Jin et al., 2011) . Boasted benefits of EHR include seamless information availability and exchange, fewer medical errors, drug compliance, patient and physician satisfaction, lowered healthcare prices, as well as improved quality of clinical issues (Mirani and Harpalani, 2013) . It is estimated that during a typical hospital stay, about 150 people such as doctors, nurses, X-ray technicians and billing clerks can access patient's medical records to perform their duties (Charette, 2006) .
The Health Insurance Portability and Accountability Act (HIPAA) was enacted by the US Congress in 1996 which contains privacy and security rules to govern the utilisation and disclosure of protected health information (PHI) (Walsh et al., 2008; HIPPA, 2006) . PHI includes health data in any form or media that can be employed to distinguish a patient. The privacy rule in HIPPA requires that if a healthcare facility discloses any PHI after authorisation from the patient, then it should disclose only the minimum necessary information required to achieve its purpose. Medical records are now maintained in many healthcare facilities in digital form known as electronic health records (EHRs) or electronic medical records (EMRs). In Indian perspective, there is no such act but there are guidelines given by The Medical Council of India (MCI), Code of Ethics Regulations 2002 that set the professional standards for medical practice directed under Chapter 2, Section 2.2 as "Confidences concerning individual or domestic life entrusted by patients to a physician and defects in the disposition or character of patients observed during medical attendance should never be revealed unless their revelation is required by the laws of the State" (MCI, 2002) . Also, Information Technology Act, 2000 (India) u/s 3 dealing with the 'authentication of electronic records' would provide the legal sanction and thus improvise security of the data. Also various other sections of this act inter alia other amendments and notifications (viz. Section 24, 25 of Part-II Section 3(i), Gazette of India, 27 October, 2009) for data protection (MIT GOI, 2009) . So patient's information has to be free from unauthorised access, so that patient's privacy is maintained (Tiwari and Kumar, 2013) .
Various approaches use cryptographic techniques and access control methods based on smart cards, etc. for addressing security and privacy of EHRs. The smart cards are typically used to
• authenticate healthcare professionals (such as doctors, referee doctors, nurses, etc.) and patients
• sign EHR documents to provide authenticity
• encrypt the EHR data before sending and storing on the server
• authorise the access to EHR data (Hupperich et al., 2012) .
In this paper, we propose to design the access control policies to protect sensitive data of patients in healthcare domain using feature vector (FV). Our contribution emphasises on on-demand (dynamic) role-based access control (RBAC). We use well-known data mining technique classification to group the medical data with respect to the given role. We have verified the proposed work by taking various roles as classes and define their feature vectors. In Section 5, we have explained that the proposed classification-based access control method is better in various aspects. The paper is organised as follows: in Section 2, different approaches for access control are introduced as well as various works that have been done is discussed. We discuss and define different types of users and their access control policies in Section 3. In Section 4, we have proposed novel access control through classification (AC 2 ) algorithm. Significance of the proposed work is discussed in Section 5 and Section 6 concludes the paper.
Related work and access control background
Access control mechanisms for healthcare have been proposed to implement security and privacy policies. These exertions are focused around extending out RBAC to figure security and security approaches. Thion (2008) defines and reviews the access control model with relationships between permissions, operations, objects and subjects. They distinguish the difference between users and subjects. The three broadly utilised access control models: mandatory access control, discretionary access control (DAC) and RBAC model are described in their work. Besides that, they also discussed other models such as Lampson's matrix and DAC, Bell-LaPadula, lattice-based, etc. Bhatti et al. (2005) proposed a system architecture X-GTRBAC, an XML based generalised temporal RBAC of healthcare records. The authors have used XML for defining role sheet (XRS) which contains information about roles and their credentials. XRS also helps to determine temporal and non-temporal context-based constraints. The authors also introduced various versions of the XML sheet to cover credential types, roles, temporal constraint, trigger, etc. This work is well in terms of implementing various types of constraints, attributes, policies, schemas, etc., only at the application layer. The author has not taken into consideration the schema and storage system of physical data. We have introduced a method that works on the organisation of physical data. have proposed a policy-based system for federal database. In this work, the authors use clinical document architecture as EHR and designed disclosed the privacy policies based on various use cases. The authors also introduced context-aware policy specification language using XML which allows to use predicate-based syntax to define disclosure and privacy rules. This paper facilitates only to define rules for authentication, but it does not cover how to retrieve concerned raw data. In other words, this work is failing to define mapping between predicate rules and patient raw data. Bhatti and Grandison, (2007) also have presented architecture PRIMA, privacy management architecture, with policy refinement. Their system defined various privacy policy statements for better privacy coverage. The policy refinement is based on feedback from audit trails and logs. They have given algorithms for refinement process, which incorporates filtering, extracting patterns, analysis of data, etc. The work is again good for implementing various policies but they have not emphasised on role-wise accessing of patient data. Alhaqbani and Fidge (2008) have recommended the combination of various access control models, viz DAC, RBAC and MAC for securing EHR data. The authors also investigated various privacy and security requirements for the healthcare scenario. The presented work is limited and covers only basic requirement and guideline for the privacy of EHR. The work is failing to cover any underlying method to achieve privacy. Pervaiz et al. (2009) proposed the concept of policy machine (PM) that combines various access control models. They presented various policies which ensure limited access of EHR data on a need to know basis. In this work, doctor is the central authority to control data access. Here, the doctor decides what and which data can be shared with others. So the reliability of the system is dependent on the decision of the doctor. The work fails to discuss about underline technique which can help the doctor to take a better decision.
Mashima and Ahamad (2012) presented a patient-centric monitoring system architecture and protocols to access the EHR records of patients for updating as well as usage of patient information. For that authors used various cryptographic techniques such as digital certificates, asymmetric encryption scheme for increasing accountability in EHR sharing. They have proposed the concept of MoA (monitoring agent) that is responsible for controlling access to EHR records. The primary goal of the work is security rather than patient data categorisation for role-based access. Hupperich et al. (2012) propose a security architecture for an EHR that provide patient-controlled encryption. The authors proposed that the patient is the owner of data and is able to give permission to access their record to other users. The authors allow patients to give the secret authorisation to the consumer of data like doctor to access the EHR. For emergency access of EHR data, controlling is proposed through audits and logs. The work lacks to define what and which data will be available to various users. Jin et al. (2011) propose an integrated patient-centric access control scheme that uses selective sharing of virtual composite EHRs using different story of graininess, accommodating data aggregation and privacy protection prerequisite. The access control policies are defined around the unified, coherent EHR model including various critical issues such as distributed data integration and security and privacy assurance. They propose a prototype 'InfoShare' for sharing of patient's EHRs around various users. They likewise articulate location issues and instruments arrangement irregularities that happen during the creation of discrete access control schmes from distinctive information sources.
In the following sections, we explained briefly two access control methods that are DAC and RBAC.
Discretionary access control
Discretionary access control (DAC) is an access control mechanism that allows users to own objects or files and they can give permission to other users for objects under their control (NCSC, 1987) . A strict DAC policy requires that a owner is the only one who can grant access to an object and ownership cannot be transferred. A liberal DAC policy assumes that ownership can be transferred to other users based on single-level grant or multi-level grant (Gavrila, 2007) . DAC allows defining permissions for individual users on specific medical records. But the problem with DAC rises as the number of records and users grow, the updating of permission is not scalable.
Role-based access control
RBAC has emerged as a standard for specifying permissions for a large group of users. It allows defining roles similar to the functional responsibilities of users in an organisation and then giving permissions to roles (Ferraiolo et al., 2001) . RBAC policy consists of users, roles the user can assume and the permissions available to each role. If a user assumes a role he or she gets all the permissions associated with that role. Using contextual constraints such as time and locations in RBAC, we can restrict access to sensitive data of patients to users only during the authorised time and place. Generalised temporal RBAC defines temporal constraints for RBAC using periodicity and duration constraints. The periodicity constraints can be used to specify the exact intervals for a role enabling and role allotment or permission allotment. While the time span constraints allow specifying durations for which enabling or assignment of a role and permission assignment are valid . Generalised temporal role based access control (GTRBAC) allows defining roles such as night nurse or day physician who helps to ensure that the users have access to sensitive data only during the time shift they are working in.
Medical data users
Medical data user or EHR-user refers to any person who needs to get access to the patient's EHRs including general doctor, referee doctor, nurse, admin staff, insurance company professional, patient's relative, the patient himself or herself, etc. The purpose to access the EHR by each user will be different according to their role and specialty.
There are varieties of medical data associated with the patients. When a patient needs to visit the clinic for any treatment, he or she has to go through many medical professionals such as doctor, referee doctor, nurse, admin staff and so on. They all are involved in his or her treatment and have a specific task. The patient's medical data are accessible to the medical person according to his or her specialty and need, so there is a need to define the role of every medical person and his or her authority to access patient's medical data. In such a pervasive healthcare system, only authorised users are permitted to get access to the patient's EHRs. So patients should be able to authorise users to access their EHRs.
Medical data categorisation
As per the medical professional specialty and need, medical professionals can be authorised to access patient's data. We have categorised patient's data as depicted in Figure 1 .
Patient's medical data can be categorised into three major categories (personal information, insurance and EHR) as depicted in Figure 1 . There may be possible multiple level of data categorisation, for example, as far as the personal information is concerned first level may consist only abstract information such as name, age, gender, city and live status and so on. The next level of categorisation may consist of more detailed information such as date of birth, full address, if dead, then death date, reason, place and so on. Normally, the personal doctor is required to access all kinds of patient's data. So a personal doctor needs to allow access to many branches as shown in Figure 1 . Similarly, a nurse can access patient's personal information and sensed data, a general user can access only very abstract patient's personal information only and so on. The aim of this paper is not to describe the authority of users. We are introducing automatic EHR data categorisation technique for access control.
Proposed algorithm through classification

Classification
Classification is the task of assigning object/data into one of the several predefined categories (i.e., doctor, nurse, referee doctor, etc.). The process of classification can be viewed in three steps: where coefficient a i gives the value of feature f i in the record r. A feature is any identifiable part of a record that distinguishes between classes. Finding features for each class is crucial to the accuracy of a classification. We are introducing a classification-based medical access authority system. There has been less emphasis given on the applicability of data mining and data categorisation technique, in the area of role-based medical data access control. Classification is one of the powerful data categorisation techniques of data mining.
Identifying classes
For simplicity, we have considered role as a class. In this research work, we basically consider seven types of roles: Our aim is to categorise or group the patient's EHR according to the above-said roles or classes. Medical data are grouped according to role authority. As the authority of the role is modified, the data of the concerned class automatically change.
Possible classes, users and their authority
We have considered seven possible classes. One and only one class is associated with each user. In following paragraphs, we have discussed each of them. There can be other classes that are not included in this work.
Class: Doctor
The user Doctor is a patient's nominated doctor/physician, who works as a family doctor or primary doctor responsible for admitting, attending, consulting or refereeing other doctor/physician in the EHR system. We assume that the doctor has authority to access all the patient data. The Doctor class contains data that are accessible to the doctor only. In case of doctors, there is one large class that will contain all information of the patient.
Class: Referee Doctor
This user is any specialist doctor of particular diseases, to whom the patient's nominated doctor has referred. Since they are consigned doctors, they have less authority of patient's EHR. There is some sensitive information about the patient that need not to be shared with the referring doctor; meaning except sensitive information of patients, all EHRs of the patient are accessible to the referee doctor. Sensitive information is HIV information, mental disorder information, some sexual disorders, etc. When a referee doctor logs into the system, the underlying data access control system automatically groups all the EHR except sensitive information. Now this group of data is called 'Referee Doctor class'.
Class: Nurse/Ward staff
A nurse is a person who is trained to give care to people who are sick or injured. Nurses work with doctors and other care workers to make patients well and to keep them healthy. A nurse monitors vital signs such as BP, temperature, pulse, etc., and records it. He or she provides frequent patient evaluations, including monitoring vital signs and performs essential procedures. There are two kinds of data that can be accessed by the nurse:
• sensor collected data • patient's abstract general information.
So the features of these data may be pulse rate, heart rate, temperature, SPO 2 , BP, name, age, city, live status, etc. According to the above features the system will classify the data.
Class: Relative
The relative is a person who is most closely related to a patient and nominated by the patient to make decisions on his or her behalf if he or she is unable to make any decision. Mostly he or she is authorised to access all the personal information of the patient as well as all insurance-related information. Since he or she is a non-professional, there is no need for him or her to access the patient's EHR.
Class: Administrative staff
The administrative staff are people who are responsible for the smooth operation of the hospital or doctor's clinic. They are behind-the-scene support staff in the hospital who do the billing and provide some help to patients. They are just authorised to access the personal information and insurance-related information. Sometimes they also include ward staff or receptionist.
Class: Patient
The patient is a person who requires healthcare services. The patient is owner of his or her EHR, has need of medical treatment by a doctor, nurse or other healthcare provider and has at least one EHR in the medical database. The patient is authorised to full access of his or her EHR by default.
Class: Insurer
The insurer is an insurance company which pays for the patient's treatment. Insurance companies will not have access to EHRs unless they have the consent of the consumer. They can just take the prescription of the patient from the doctor.
In this work, we are assuming limited possible features of patient data. The objective of this work is only to present classification-based access control and its working. That is why we have considered limited features of the database. There can be so many number of features which are not included in this work. Selection of accurate feature can also be a research issue and it is not a part of this work. Table 1 depicts three categories (EHR, insurance and general information) of patient's data and their features. Table 2 represents the value of each feature with respect to user role. We are considering a separate class with the same name as each user role. In the table, 'Y' represents access granted and 'N' represents access denied. 
Table 2
Feature values with respect to user role (see online version for colours)
F Feature Doctor Referee Doctor Nurse Relative Insurer Patient Admin
We have extended decision tree in a sense that it may not be binary tree and leaf node can be assigned to more than one class and the proposed method works in a recursive fashion by partitioning the records into successively subset. Let us consider a single category (EHR) of patient data as shown in Figure 2 . These data can be further divided into three categories, i.e., sensor data, laboratoryconducted data and sensitive data according to step-2 defined below. Further subsets of data are not possible so these three categories are considered leaf nodes. Now, according to the user access policy, these leaf nodes need to be assigned to a class or set of classes. For example, according to the user access policy, sensor data can be accessed through doctor, referee doctor, nurse, etc. This means the category of sensor data can be assigned to a set of classes (doctor, referee doctor, nurse, etc.).
Let D t be the set of records of EHRDB that are associated with node t.
Let C = {c 1 , c 2 , c 3 , c 4 , …, c n } the class label.
Step 1: If all the records of D t belong to the same class Cp, then it is a leaf node labelled as Cp, i.e., { }
, , , , where 1 .
Step 2: If D t contains records that belong to more than one class, the role-authority-testcondition is selected to partition the records into smaller subsets.
Step 3: The method is then recursively applied to each child node. 
Bottom-up access control method
The proposed work is a bottom-up EHR access control method. We are providing the classification over elements and atomic data. The value of the data itself comes together and makes classes. Here, the classes are assigned to particular roles. So this is called the bottom-up approach of accessing data.
ii Automatic data access control method
In the proposed system, every time a user logs into the system, the underlying data access system automatically groups the accessibility data, this means the current user can access only a fraction of medical database. He or she cannot access EHRs out of their classified data.
iii On-demand data classification
In the proposed work, patient's HER is classified according to the user role at the time of login. This means that when a user logs into the system, automatic classification takes place. So before the login, nobody knows what data and how much data need to be put in the class for access. This increases the overall security.
iv Easy to change authority
In the proposed work, data access authority is decided by the feature vector. So whenever there is a need to change the authority of any user, we just need to add or delete features from the feature vector.
v Scalable
Since the accessibility is decided by the feature, and not by the amount of data, our proposed system is independent of the amount of data because there is no relationship between the amount of data and feature. The proposed work efficiency is dependent on only selection of features. This work is also scalable in terms of number of users. Suppose there is a need to define a new role in a feature, then our method gives the ability to define a new feature vector only. The method automatically will start data classification accordingly.
We have found two important related works in the literature which are comparable with our proposed work in the following sections. Bhatti et al. (2005) have given the use of the RBAC method for access control called GT-RBAC and Bhatti and Grandison (2007) proposed intelligent access control architecture called PRIMA. We investigated that our work is more suitable on various issues as compared in Tables 3 and 4.   Table 3 Comparison of proposed work with GT-RBAC GT-RBAC (Bhatti et al., 2005) Proposed work
Handle only set of users, roles, permission etc in an efficient way.
The presented classification technique work on stored data to give satisfactory results. All most impossible to distinguish data as per role-wise, so accidental or unauthorised access is vulnerable.
Data are classified as per role-wise, so unauthorised access is not possible.
At query level, it is hard to define sections of data need to access.
Classification automatically give concern data for access. The work is good in case of modification in users, permission, role, etc. level. But there is no control on stored patient data.
The work is good for users, permission, role, etc. level and have better control on patient data. All the information (authorisation) is maintained in XML form so it is prone to easily unauthorised access.
All the information is maintained as feature vector so it hard to access or understand.
Table 3
Comparison of proposed work with GT-RBAC (continued)
GT-RBAC (Bhatti et al., 2005) Proposed work
The query processing performance is decreased as underlying patient data become huge.
The query performance has minimum effect as underlying data increased.
Whole data are available for every query access. Only concern data are available for query.
Emphasis has been given on making policies. Emphasis has been given on handling sensitive data.
The whole work is carried out on the application layer.
The proposed work is carried out on the physical layer.
Source: Bhatti et al. (2005) Table 4 Comparison of proposed work with PRIMA PRIMA (Bhatti and Grandison, 2007) Proposed work
The work has concentrated on policy enforcement and refinement.
The work has concentrated on data isolation.
A new audit system is imposed to give the intelligence so that policy may be improved.
A system is imposed to make or find better feature vector for improving the classification of patient data.
The emphasis is given on evaluation of policy enforcement performance.
The emphasis has been given on data management.
All the computation is shifted on the front end level.
All the computation is shifted on the back end (data) level.
The sensitive patient data is open for access. The more security provided on data access. The data are classified so that a small portion of patient data is available for access at a time.
Source: Bhatti and Grandison (2007) 
Conclusion
Protection has always been one of the principle concerns in healthcare frameworks. Access control mechanisms in electronic healthcare services characterise authorisations for users to access EHR records. The access control method is used to prevent EHR information from unauthorised access (confidentiality) and intentional modification (integrity), while ensuring access for authorised users (availability). Access control is a surety serving that has been widely studied and applied in healthcare systems. So many solutions have been proposed by the researchers, but none of them tries to apply data mining techniques to this end. We investigated data mining techniques and found classification is well suitable for controlling access of patient's data. We have presented an access control mechanism through a classification algorithm in this work with detailed discussion of classes and their features. Our aim was to develop a working model for access control using classification. The presented model is flexible in terms of number of classes and their feature vector. A new term on-demand classification is introduced in the context of EHR access control.
